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ABSTRACT 

 
ARTICLE INFO 

The 3D passwords is very interesting way of authentication. Now the passwords are 

based on the fact of Human memory. Generally simple passwords are set so as to 

quickly recall them. The human memory, in our scheme has to undergo the facts of 

Recognition, Recalling, Biometrics or Token based authentication. Once implemented 

and you log in to a secure site, the 3D password GUI opens up. This is an additional 

textual password which the user can simply put. Once he goes through the first 

authentication, a 3D virtual room will open on the screen. In our case, let's say a 

virtual garage. The 3D password is a multifactor authentication scheme. The 3D 

password presents a 3D virtual environment containing various virtual objects. The 

user navigates through this environment and interacts with the objects. The 3D 

password is simply the combination and the sequence of user interactions that occur 

in the 3D virtual environment. This can be done by designing a 3D virtual 

environment that contains objects that request information to be recalled, 

information to be recognized. 
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I.  INTRODUCTION 

Generally the authentication scheme the user 

undergoes is mostly very light or very strict. 3 D 

password is one of the most important security make sure 

provide to method by the unusual authentication schemes 

or algorithms but 3D password scheme very unique for 

users and provide many types of authentications scheme. 

3D password types such as textual passwords, graphical 

passwords, biometric, token, cards (such as an ATM, visa 

etc) though present are many weaknesses in existing. But 

before a scheme a person uses textual passwords is 

mixture of alphabets and numbers so People carry on 

textual password as name of their desired things, textual 

passwords are commonly used when password easily 

cracked by other person . Passwords might come since 

that consumer can recall and recognize pictures other than 

expressions. Users tend to choose their nick names, which 

can be cracked easily. Token based systems know how to 

as well exist use when method of authentication in 

banking systems. But cards are failure or robbery. 

Authentication scheme is the maximum large protection 

checks that can be provided to the system by special 

validation. Authentication protects at all methods as of 

illegal right of entry, so that simply certified persons can 

contain faithful to utilize or grip to facilitate scheme & 

records connected near to structure strongly method.  

 

 Knowledge based:  

Means what you recognize Textual password is the best 

example of this Authentication scheme.  

 

 Token based:  

Means what did you say? This includes Credit cards, 

ATM cards, Visa etc are 

 

Example: 

 Biometrics:  

Means what you are. Includes Thumb impression, etc. 

example.  

 

 Recognition Based:  

Means what did you say? Includes graphical password, 

iris recognition, Face recognition, etc. [1]-[7]. 
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II. LITERATURE SURVEY 

 
Sensitive documents are been produced every minute of 

the day and it is amazing how password hacking has been 

a major threat to this information and data. D. V. Klein 

(1990), an ethical hacker with USENIX Security systems 

performed a password cracking test and he could crack an 

average of fifteen (15) textual passwords in one day. He 

then proposed the idea of 3D passwords and organised a 

workshop to this regard. “Foiling the cracker: A survey of, 

and, improvement to passwords security,” in Proc. 

USENIX Security Workshop, 1990. Surveys of graphical 

passwords circa 2005 are available from Suo et al. and 

Monrose and Reiter. More recently, Hafiz et al. briefly 

summarize and categorize 12 schemes. Renaud reviews 

numerous graphical password systems and offers usability 

guidelines for their design. In this paper, comprehensive 

review of the first ten years of published research on 

graphical password was provided. Reflection clearly 

shows that the graphical nature of schemes does not by 

itself avoid the problems typical of text password systems. 

However, while this first generation of graphical 

password schemes presents some familiar problems, we 

see an emerging second generation beginning to leverage 

the graphical elements in new ways to avoid the old 

problems. These schemes have three main categories 

based on: recall, recognition, and cued-recall. 

 

III. PROPOSED SYSTEM 

 

 
Fig 1. System architecture 

 

PASSWORD CREATION STAGE 

 

1. The user is asked to select the virtual 

environment, which is familiar to the user. It is 

selected from the virtual environment gallery of 

server.  

2. The user has to perform sequence actions and 

interactions with the selected objects in the 

virtual environment. These details regarding 

selected object will be recorded. A new linked 

list is created in which each node  will contain 

data for one object. 

3. This sequence of value is used as the graphical 

password for the user.  

 

PASSWORD STORAGE STAGE 

1. MD5 algorithm is used for the authentication 

purpose. The linked list is stored in a buffer 

where padding and appending is done to make its 

length 128 bits. 

2. 128-bit sequence is generated by MD5 algorithm.  

3. User selects an object in the virtual environment, 

where password can be stored.  

4. As user click on store the password, the 128-

bitsequence generated by MD5 is watermarked 

with the object selected by the user.  

 

PASSWORD VERIFICATION STAGE 

1. The user should select the same virtual 

environment that has been chosen at the 

registration time.  

2. User selects an object in the virtual environment, 

where password was stored and extracting from 

the object.  

3. The user needs to repeat the same sequence of 

user’s actions and interactions towards the 

selected object in the virtual environment 3D for 

making the password.  

4. This new linked list link list is appended and 

padded to send as an input for MD5 algorithm.  

5. The new MD5 128 bit string is compared to the 

128 bit MD5 value is extracted from the object 

as shown. 

IV. RESULT 
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V. CONCLUSION 

 

Our main focus is to give priority or security to critical 

data section in any field. For implementing such a  system 

storage space requirement is very large. In future 

programmers or algorithm designers must ensure fast way 

to extract password and limit storage requirement. The 

authentication can be improved with 3d password, 

because the unauthorized person may not interact with 

same object at a particular location as the legitimate user. 

It is difficult to crack, because it has no fixed number of 

steps and a particular procedure. Added with biometrics 

and token verification this schema becomes almost 

unbreakable. 
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